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PREAMBLE 

 
In September 2013, the Clinical Informatics Research Group reviewed its security arrangements in the use 
of clinical information against the criteria of the NHS Information Governance Toolkit (IGTK) for Hosted 
Secondary Use Team/Project, Version 11.  The Research Group’s self-assessment, supported by a detailed 
IG Improvement Plan, was approved by the IG Experts of Health and Social Care Information Centre (HSCIC) 
on the 4th of October 2013.    
 
The Clinical Informatics Research Group is reviewing its progress against the objectives outlined by the IG 
Improvement Plan 2013 and up-dating our assessment against IGTK criteria Version 12.   A particular aim is 
to support our application for N3 connection to facilitate enhanced data sharing with our partners in 
research and NHS organisations.   
 
PURPOSE OF THIS PAPER 
 
The purpose of this paper is to brief the Head of Department and senior staff of the Department of the 
Research Group’s progress against the IG Improvement Plan 2013, and to consult with the senior team the 
IG objectives for the coming year. 
 
ATTAINMENT  

 

With the support of the Faculty’s IT Services and the University’s Information Compliance Unit, the Clinical 

Informatics Research Group has implemented the vast majority of the actions set out in the IG 

Improvement Plan 2013.  We have completed and signed off a number of departmental documents and 

standard operating procedures (http://www.clininf.eu/about/information-governance.html): - 

 

 Departmental Information Governance Policy DHCMP 

 Mobile computing Policy DHCMP 

 System Level Security Policy DHCMP 

 SOP for Data access and data sharing  

 SOP for Data extraction pseudonymisation and transfer of data to secure server 

 Asset Register 

 Risk assessment of the physical security of premises report 

 

All research staff in the department, permanent, temporary or students who work with patient level data 

as part of their role have completed minimum recommended IG training using the NHS on-line IG training 

tool.   

 

The Research Group’s processes and policies in IG implementation were mapped against the IGTK criteria 

for Hosted Secondary Use Team/ Project, Version 12.  We meet or exceed the minimum requirement of 

level 2 for all criteria (Table 1): - 

 

Table 1: Requirements of the NHS IGTK for Hosted Secondary Use Team/Project, Version 12 

Criteria Current level Proposed target level 

12-120 
Responsibility for Information Governance has been assigned 
to an appropriate member, or members, of staff. 

2 3 

http://www.clininf.eu/about/information-governance.html
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12-121 
There is an information governance policy that addresses the 
overall requirements of Information Governance. 

2 3 

12-122 
All contracts (staff, contractor and third party) contain clauses 
that clearly identify Information Governance responsibilities. 

2 
(will consult 

with HR) 

3 

12-123 
All staff members are provided with appropriate training on 
Information Governance requirements. 

2 2 

12-220 
Personal information is only used in ways that do not directly 
contribute to the delivery of care services where there is a 
lawful basis to do so and objections to the disclosure of 
confidential personal information are appropriately respected. 

2 2 

12-221 
There are appropriate confidentiality audit procedures to 
monitor access to confidential personal information. 

3 3 

12-222 
All person identifiable data processed outside of the UK 
complies with the Data Protection Act 1998 and Department of 
Health guidelines. 

NA NA 

12-223 
All transfers of personal and sensitive information are 
conducted in a secure and confidential manner. 

3 3 

12-330 
Policy and procedures ensure that mobile computing and 
teleworking are secure. 

2 3 

12-331 
There is an information asset register that includes all key 
information, software, hardware and services. 

3 
(require up-

dating) 

3 

12-332 
Unauthorised access to the premises, equipment, records and 
other assets is prevented. 

2 3 

12-333 
There are documented incident management and reporting 
procedures. 

2 3 

12-334 
The confidentiality of service user information is protected 
through use of pseudonymisation and anonymisation 
techniques where appropriate. 

2 2 

12-335 
There are adequate safeguards in place to ensure that all 
patient/client information is collected and used within a secure 
data processing environment (safe haven) distinct from other 
areas of organisational activity. 

3 3 
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PROPOSED ACTIONS 

 

1. Over the next few weeks, the Research Group will: - 

 Up-dating our on-line IGTK assessment, version 12, based on our actual attainment  

 Gathering supporting evidence (documents, policies, relevant emails, briefing notes, meeting minutes, 
training records etc.) to populate the on-line IGTK assessment 

 Consult HR on the use of a HSCIC recommended template for a ‘Staff Declaration form’ (Appendix 1) – 
we will of course adapt it appropriately to meet our need 

 Up-date the Research Group’s IG website 

 Up-date the IGTK submission and the Research Group’s webpage’s references to university level 
policies and guidance (the university has up-dated a number of key information security 
policies/guidance since our last IGTK submission) 

 Select refresher training modules for 2014/15 appropriate for our research roles as required by the 
HSCIC.   

 

2. Proposed target level 

Given the nature of the Research Group’s research interests and strategic goal of making greater 

contributions to the planning and evaluation of healthcare services locally and nationally through enhanced 

information sharing with NHS organisations, the Research Group should set target level higher than the 

minimum in a number of security arrangements.  However, this aim has to be balanced against a 

substantial project implementation, publication, grant application and teaching agenda 

 

The key difference between ‘level 2’ and ‘level 3’ attainment is to ensure that routine monitoring and spot 

checking of compliance are conducted.  Some monitoring processes are already in place (e.g. access to 

datasets held in our secure server).  We will consult with the Department’s senior team and the Faculty’s IT 

services whether, and how, this would be acceptable and achievable. 
 
 
TC 16/07/2014  
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