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1. DOCUMENT HISTORY 

Document no. 
Effective 

Date 
Significant Changes 

Previous 
document no. 

UoS Clininf IG Policy 1  N/A N/A 

UoS Clininf IG Policy 2 31/03/15 

• Up-dated references & links to 
University and Departmental policies, 
and the section on ‘Ongoing 
improvement and assessment’. 

• Clarified the responsibility for onward 
reporting of information incidents in 
accordance with guidance from the 
University’s Senior Information 
Security Analyst 

UoS Clininf IG Policy 1 
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No changes other than extending the 
review date and up-dating the name of the 
Department (and web-addresses), which 
was renamed ‘Department of Clinical and 
Experimental Medicine', following its 
transfer to the Faculty of Health and 
Medical Sciences in 2015 and subsequent 
managerial changes in 2016. 

 

At the time of the last review (April 2016), 
we were waiting for the publication of new 
data security standards as recommended 
by the National Data Guardian (NDG), 
Dame Fiona Caldicott’s expected report. It 
was anticipated that new data security 
standards would have been rectified by 
the DH in September 2016.  However, this 
was not the case: finding of the NDG’s 
report has undergone a period of 
consultation and the result of the 
consultation has not yet been published. 

 

It was agreed by the Governance Review 
Group that the review date would be 
extended by 12 months, unless there are 
other intervening reasons that necessitate 
an earlier review (e.g. changes in 
technology or procedures/policies within 
the University or the Department). 

UoS Clininf IG Policy 2 
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Document no. 
Effective 

Date 
Significant Changes 

Previous 
document no. 

UoS Clininf IG Policy 3 

 

 

 

 

31/01/18 

 

 

 

 

• Up-dated references & links to 
University and Departmental policies, 
and the section on ‘Ongoing 
improvement and assessment’. 

• Up-dated IG training as recommended 
by NHS Digital 

UoS Clininf IG Policy 
2.1 

 

 

 

UoS Clininf IG Policy 4 23/01/20 • Reviewed and updated 
UoS Clininf IG Policy 
3.0 

  •   

  •   

  •   

  •   
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2. INTRODUCTION 
 

The Clinical Informatics and Health Outcomes Research Group of the Department of Clinical and Experimental 

Medicine at the University of Surrey works with routinely collected healthcare data in a number of research 

and evaluation projects. Our research interests focus on evaluating health outcomes from routine data, 

quality improvement and technology trials to inform healthcare decisions, and supporting the application of 

information technologies in clinical practices. 
 
Information is a vital asset to support the activities of the Clinical Informatics and Health Outcomes Research 
Group, both in terms of its research portfolio and its educational programme.  It is of paramount importance 
to ensure that healthcare data entrusted to the Research Group for the purposes of research and teaching is 
efficiently and securely managed, and that appropriate policies, procedures and management structures 
provide a robust governance framework for information management consistent with legal obligations, and 
national and professional guidelines. 

 

3. SCOPE 
 
The purpose of this Departmental policy is to sets out a high level statement of the approach to the 
implementation of the information governance agenda for the Clinical Informatics and Health Outcomes 
Research Group.  It outlines the procedures in place (or to be put in place) underpinning the policy, and to 
set out what is expected of staff in order to ensure compliance. 
 
This policy applies to:  

• All personal, sensitive and pseudonymised patient level data held within the Clinical Informatics and 
Health Outcomes Research Group 

• all staff members of the Clinical Informatics and Health Outcomes Research Group 

• all temporary staff, agency staff and students who have access to research data held in the Research 
Group  

• Other staff members who may have access to systems used by the Clinical Informatics and Health 
Outcomes Research Group (e.g. IT administrators) 

 

4. PRINCIPLES 
 
All users of personal information within the University must comply with the eight Data Protection Principles.  
The Principles define how data can be legally processed.  Processing includes obtaining, recording, holding 
or storing information and carrying out any operations on the data, including adaptation, alteration, use, 
disclosure, transfer, erasure and destruction. The eight Principles state that: 

1. Personal data shall be processed fairly and lawfully 
2. Personal data shall be obtained only for one or more specified and lawful purposes, and shall not be 

further processed in any manner incompatible with that purpose or purposes 
3. Personal data shall be adequate, relevant and not excessive in relation to the purpose for which it is 

processed 
4. Personal data shall be accurate and, where necessary, kept up to date 
5. Personal data processed for any purpose shall not be kept for longer than is necessary for that purpose 
6. Personal data shall be processed in accordance with the rights of data subjects under the Data Protection 

Act 
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7. Appropriate technical and organisational measures shall be taken against unauthorised or unlawful 
processing of personal data and against accidental loss or destruction of, or damage to, personal data 

8. Personal data shall not be transferred to a country or territory outside the European Economic Area 
unless that country or territory ensures an adequate level of protection for the rights and freedoms of 
data subjects in relation to the processing of personal data 

 
In addition, the Clinical Informatics and Health Outcomes Research Group’s approach to IG is guided by the 
four key interlinked strands to the information governance to meet IGTK requirements: - 
 
1. Openness 

• Non-confidential information on the Research Group and its research portfolio should be available to the 
public through a variety of media 

• The Research Group will undertake annual assessments and audits of its policies and arrangements for 
openness 

• Patients and research participants should have access to project information in which they or their health 
organisation have agreed to take part, how the information will be used and their right to opt out of the 
study 

• The Research Group will act within the university’s guidance and supportive arrangements for liaison 
with the press and broadcasting media 

• The Research Group will have clear procedures and arrangements for handling queries from patients and 
the public who participate in studies conducted within the Research Group 

 
2. Legal Compliance 

• The University regards all identifiable personal information relating to staff as confidential except where 
national policy on accountability and openness requires otherwise 

• The University will establish and maintain policies to ensure compliance with the Data Protection Act, 
Human Rights Act and the common law confidentiality 

• The University will establish and maintain policies for the controlled and appropriate sharing of patient 
information with other agencies, taking account of relevant legislation (e.g. Health and Social Care Act, 
Crime and Disorder Act, Protection of Children Act) 

• The Research Group regards all identifiable and pseudonymised personal information relating to patients 
as confidential 

• The Research Group will undertake annual assessments, audits and spot-checks of its compliance with 
University standards, and legal requirements 

 
3. Information Security 

• The Research Group and supporting IT Services will establish and maintain policies for the effective and 
secure management of its information assets and resources 

• The Research Group and supporting IT Services will undertake annual assessments, risk assessment of 
inbound and outbound data flows, and audits of its information and IT security arrangements against 
NHS Information Governance Toolkit criteria and other relevant criteria. 

• The Research Group will promote effective confidentiality and security practice to its staff through 
policies, procedures and training 

• The Research Group will establish and maintain incident reporting procedures and will monitor and 
investigate all reported instances of actual or potential breaches of confidentiality and security 

 
4. Information Quality Assurance 

• The Research Group will establish and maintain procedures for information quality assurance 
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• The Research Group assess information quality and processing arrangements on all research and 
evaluation projects 

• Lead investigators are expected to take ownership of, and seek to improve, the quality of information 
within their portfolio of research projects 

• Wherever possible, information quality are assessed at the point of collection 

• Data standards will be set through clear and consistent definition of data items, in accordance with 
national standards 

• The Research Group will promote data quality and effective management through policies, procedures/ 
user manuals and training 

 

5. OTHER RELEVANT POLICIES/PROCEDURES AND ASSOCIATED DOCUMENTS 
 
The University has a number of policies and guidelines supporting the information governance agenda 
published in its web pages and hand-books for staff and students.  This departmental Information 
Governance Policy should be read in conjunction with other relevant university and departmental policies 
and procedures as follows: - 
 
University level policies and guidance (https://www.surrey.ac.uk/policies/) 

• University of Surrey Information Security Policy 

• University of Surrey Data Protection Policy 

• Cyber Security Response Protocol, University of Surrey  

(https://clininf.eu/index.php/information-governance/) 

• Code of Good Research Practice, University of Surrey 
 

 
Departmental policies  
All up-to-date versions of departmental policies and standard operating procedures of the Research Group 
can be found in its information governance webpage (https://clininf.eu/index.php/information-governance/)  

• Departmental Mobile computing and teleworking policy, Clinical Informatics and Health Outcomes 
Research Group, Department of Clinical and Experimental Medicine at the University of Surrey  

• Standard Operating Procedure for data extraction, pseudonymisation and transfer of the data to secure 
SQL (Structured Query Language) server, Clinical Informatics and Health Outcomes Research Group, 
Department of Clinical and Experimental Medicine at the University of Surrey  

• Standard Operating Procedure for data access, Clinical Informatics and Health Outcomes Research 
Group, Department of Clinical and Experimental Medicine at the University of Surrey 

• Risk Assessment of physical security report, Clinical Informatics and Health Outcomes Research Group, 
Department of Clinical and Experimental Medicine at the University of Surrey  

• Departmental Guidance: Security desk, clear screen and printing 

• Departmental System level security policy, Clinical Informatics and Health Outcomes Research Group, 
Department of Clinical and Experimental Medicine at the University of Surrey 
 

6. RESPONSIBILITIES 
 

Faculty responsibility  

Ensure support is available to established information governance and security structures in the Department 
of Clinical and Experimental Medicine to deliver the Department’s overall research objectives  

 
Head of Department – Information governance and information risk owner for the Department 

https://www.surrey.ac.uk/policies/
https://clininf.eu/index.php/information-governance/
https://clininf.eu/index.php/information-governance/
http://www.clininf.eu/images/stories/information_governance/departmental/risk%20assessment%20of%20physical%20security%20report%20dhcmp.pdf
http://www.clininf.eu/images/stories/information_governance/departmental/risk%20assessment%20of%20physical%20security%20report%20dhcmp.pdf
http://www.clininf.eu/images/stories/information_governance/departmental/security_desk_clear_screen_and_printing_v1_1.pdf
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• Responsible for ensuring that the Information Governance Policy is implemented within the Research 
Group and that supporting policies and guidance are built into local procedures for the Research Group 

• Responsible for ensuring staff are properly supported to meet the requirements of information 
governance and security policies within the Department of Clinical and Experimental Medicine 

• Ensure that systems are in place to review departmental information governance related Policies and 
procedures to reflect developments in information technologies, research methods and information 
governance guidelines in order to improve the efficiency and security in accessing data for research 
purposes 

• Receive reports of potential or actual breach of information security within the Department with a view 
to co-ordinating an effective management of the information incidents, and onward reporting to the 
University as appropriate 

 
IT Services 

• Maintains an asset register of IT equipment for the Department of Clinical and Experimental Medicine 

• Manage access rights, and ensure that business continuity and recovery plan are in place 

• Conduct risk assessment of system level security and implement plans for the reduction of such risks as 
needed 

• Ensure services and systems deployed for the Clinical Informatics and Health Outcomes Research Group 
are managed and documented with published incidents and change management processes 

 
All staff members of the Research Group  

• Adhere to the confidentiality clause in their employment contract, complete basic information 
governance training and refresher trainings, report any breaches of confidentiality, and comply with the 
terms of this policy  

 
IG Lead in the Research Group 

• Assist the Head of Development to develop an Information Governance Policy and standard operating 
procedures (SOPs) for the Clinical Informatics and Health Outcomes Research Group through working 
with the relevant departments in the Faculty in the University 

• To ensure that the Research Group’s information governance related policies and SOPs are made 
available to all members of the group  

• Advise members of the Research Group of information governance issues in the planning and delivery of 
projects 

• Ensure that the Departmental information governance related policies and SOPs are reviewed at least 
annually  

• Assist the Head of Department to ensure that new systems and processes are compliant with information 
governance requirements 

• To ensure appropriate information governance training is made available to all existing and new staff 
members of the Research Group to support their role, and to maintain an up-to-date record of such 
training 

 
7. ONGOING IMPROVEMENT AND ASSESSMENT 
 

The Clinical Informatics Research Group works continuously to adapt to the changing research environment 
and information technologies.  The Group has conducted annual assessments against the criteria of the NHS 
Information Governance Toolkit for Hosted Secondary Use Team/Project since 2013 with a view to 
continuous improvement of its information governance processes.   
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8. TRAINING AND AWARENESS 
 

As part of the Research Group’s commitment to meeting with the training requirements as set out in the 
Information Governance Toolkit assessments (https://www.igt.hscic.gov.uk/home.aspx).  All existing and 
new research staff members of the Clinical Informatics and Health Outcomes Research Group are required 
to complete basic training in information governance annually.   A record of the training is maintained by the 
IG Lead in the Research Group. 
 
The basic training aims to enable all research staff of the Research Group to:   

• gain a good understanding of issues in Information Governance at foundation level, and  

• to work with patient level data securely from data collection through to data processing and analysis 
in and out of our team base 

 
The Research Group adopts the NHS on-line IG training resources (https://nhsdigital.e-lfh.org.uk/) to 
provides data security awareness training for all staff members of the Research Group, covering the following 
topics:- 

• Introduction to security awareness 

• Information and the law 

• Data security - protecting information 

• Breaches and incidents 
 
Staff members who are interested in further training or because of their role requires more advanced 
knowledge are encouraged to discuss with their supervisor for further training opportunities and support. 
 

9. ACCESSIBILITIES OF THE POLICY 
 

This policy will be place on the Research Group’s web page:-  
https://clininf.eu/index.php/information-governance/.   
 
All existing and new staff members of the Clinical Informatics and Health Outcomes Research Group are 
requested to acknowledge that they have read a copy of this departmental policy as part of their induction.  

 

10. POLICY APPROVAL 
 
Revisions to this policy are version controlled and logged.  The final agreed version of this policy and its 
supporting standard operating procedures are endorse by the Head of Department, the Faculty’s IT Services 
Manager, and the University’s Information Compliance Unit. 
 
Whilst this document may be printed, the electronic version posted on the Research Group’s web page is the 
controlled copy. 
 

11. MONITORING, EVALUATION AND REVIEW OF THE POLICY 
 

Responsibility for monitoring and evaluation of this policy lies with the Head of the Department of Health 
Care Management & Policy.   Compliance of Information Governance policy will be monitored by: - 
 

• Submission of evidence required on a yearly basis as part of the IGTK 

• Maintained a log of all new system/process within the Department (e.g. notes of meetings of the 
Governance Review Group) and monitor its impact on information governance 

https://www.igt.hscic.gov.uk/home.aspx
https://nhsdigital.e-lfh.org.uk/
https://clininf.eu/index.php/information-governance/
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• Review all information incident report 

• Maintain a record of IG training for existing, temporary and new staff members of the Clinical Informatics 
Research Group 

 
This policy will be reviewed at least every two years, or when any new legislation or statutory obligations 
arise (e.g. General Data Protection Regulation (GDPR)), or as required by the University, or to reflect 
significant changes in national guidance for best practice in information governance. 
 

12. REFERENCES AND SUPPORTING INFORMATION 
 
This policy is informed by national guidance, including the following key national publications & guidelines:- 
 

• NHS IGTK requirements for Hosted Secondary Use Team/Project 
(https://www.igt.hscic.gov.uk/home.aspx) 

• Research Governance Framework for Health and Social Care Second Edition (2005) 
(https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/139565/dh_412242
7.pdf) 

• Confidentiality: NHS Code of Practice (2003) 
(https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/200146/Confidentia
lity_-_NHS_Code_of_Practice.pdf) 

• Research in the NHS – HR Good Practice Resource Pack: Information for researchers, R&D and HR staff 
in Higher Education Institutions and the NHS. NIHR (2010)  
(http://www.nihr.ac.uk/files/Research%20Passport%20Current/HR_Good_Practice_Info_for_research_
RD_and_HR_in_HEIs_and_NHS.pdf) 

 
 

 

 
 

 

 

 

 

https://www.igt.hscic.gov.uk/home.aspx
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/139565/dh_4122427.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/139565/dh_4122427.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/200146/Confidentiality_-_NHS_Code_of_Practice.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/200146/Confidentiality_-_NHS_Code_of_Practice.pdf
http://www.nihr.ac.uk/files/Research%20Passport%20Current/HR_Good_Practice_Info_for_research_RD_and_HR_in_HEIs_and_NHS.pdf
http://www.nihr.ac.uk/files/Research%20Passport%20Current/HR_Good_Practice_Info_for_research_RD_and_HR_in_HEIs_and_NHS.pdf



