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1. PURPOSE 

The SOP for data extraction, pseudonymisation and transfer provides a set of instructions on 
extraction of data from GP practices and Commissioning Support Units, pseudonymisation of person 
identifiable data on site, and subsequent transfer of the data to the Clinical Informatics Research 
Group’s secure SQL server for processing and analysis. The purpose of this is: 

• To ensure that the procedures are performed consistently with minimal variability in the quality 
of data collection. 

• To ensure compliance with the terms of the study protocol and the approvals from the Research 
Ethics Committee (REC), local audit committee, and Confidential Advisory Group (CAG) of the 
Health Research Authority, as appropriate. 

• To ensure data extraction, pseudonymisation and data transfer processes are compliant with 
national and University wide Information and Research Governance frameworks. 

2. INTRODUCTION 

The Clinical Informatics Research and Health Outcomes Research Group of the Department of 

Clinical and Experimental Medicine at the University of Surrey has worked with routinely collected 

healthcare data in a number of research and evaluation projects over the last 15 years. Our 

research interests focus on evaluating health outcomes from routine data, quality improvement and 

technology trials to inform healthcare decisions, and supporting the application of information 

technologies in clinical practices.   
 

The Clinical Informatics Research and Health Outcomes Research Group has continuously worked to 

adapt to the changing research environment to reflect innovations in technologies and developments 

in Information Governance standards. In the last 12 months, there have been major changes in both 

the commissioning arrangements and the Information Governance environment within the NHS. A 

consequence for our Research Group is that we are required to review and document our policies 

and operating procedures to meet the criteria of the NHS Data Security and Protection Toolkit (DSPT), 

as well as that of the University’s standards, in order to access patient level clinical data to support 

our portfolio of research and evaluation projects. 

  

Pseudonymised patient level data files are collected for research, surveillance and service evaluation 

projects.  Patient identifiable data are collected only with patient consent or there are specific 

Section 251 approval to use patient identifiers.  Currently, data are collected using 3 principal 

means1:- 

• Network transfer – increasingly, transfer or upload of large encrypted pseudonymised data files 
through the internet (e.g. transfer of pseudonymised data files from NHS Digital and third party 
commercial information provider services such as Wellbeing Apollo Medical Software Solutions  

• On-site collection - data is collected on-site using encrypted external drives or laptops (e.g. use 
of MIQUEST (Morbidity Information QUery and Export SynTax) in the extraction and collection 
of clinical data from GP practice information systems)  

• Password protected file transfers between NHS email accounts 

                                                                 
1 Generic data flow diagram.pptx for the Research Group can be accessed from the Research Group’s IG Webpage 
(https://clininf.eu/index.php/information-governance/) 
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3. SCOPE 

The SOP for data extraction, pseudonymisation and transfer covers the specific procedures in data 
collection and transfer of the data to our secure SQL server for processing. It does not cover the 
processes of authorisation for access to the data or data sharing with our external research partners, 
which are covered by a separate SOP.  

4. ABBREVIATIONS & DEFINITIONS 

CAG – Confidential Advisory Group of the Health Research Authority 

HSCIC – Health and Social Care Information Centre 

DSPT – Data Security and Protection Toolkit 

MIQUEST - Morbidity Information QUery and Export SynTax, a Department of Health approved data 
interrogation software 

RCGP – Royal College of General Practice 

REC – Research Ethics Committee 

RES - Research Enterprise Support 

5. ROLES & RESPONSIBILITIES 

Head of Department –  

• Working with the Faculty IT Service Manager, the Team’s Project Manager and IG Lead, ensures 
that systems are in place to review information technologies, information security arrangements, 
and IG processes as an on-going developmental process, in order to improve the efficiency and 
security in accessing data for research and evaluation purposes. 

Principal Investigator/Project Manager –  

• Ensure that the study protocol is approved by the appropriate authorities as needed.  For 
example, some may require approval from REC, local audit committee, local R&D Office, and CAG 
for Section 251 exemption to access to confidential patient information without consent (See 
External Reference section on links to guidance on REC and CAG).    

• Ensure that data sharing agreements as advised by the University’s Research Enterprise Support, 
are in place as appropriate (e.g. data sharing agreement with HSCIC and RCGP). 

• Ensure that data collection is consistent with the study protocol and compliant with the terms of 
the approval. 

Data collectors (on site collection) –  

• Ensure data collection tools (e.g. MIQUEST queries for GP information systems) are tested prior 
to data collection to minimise disruption to GP practices, Commissioning Support Units or 
services from which data is accessed. 

• Ensure that data collected are consistent with the study protocol and with the terms of the 
approval. Deviations from the approved protocol must be authorised by the Principal/Chief 
Investigator. 

• Ensure that informed consent and local approval for data collection (e.g. research passports) are 
in place prior to data collection.  
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• Take all reasonable care to ensure the physical security of laptops and external drives during data 
collection visits to GP practices, Commissioning Support Units, or services from which data is 
accessed. 

• Ensure that technical or resource issues in data collection, which may affect compliance with 
data collection, are discussed with the principal investigator, or raised at the Research Group’s 
Team meetings. 

SQL Developer – 

On-site collection 

• Ensure that locally developed tools used for data validation and data pseudonymisation on site 
are tested prior to data collection, as needed. 

• Ensure that there are appropriate tools and clear guidance for the secure upload of collected 
data to the Research Group’s secure SQL server. 

Network transfer 

• Ensure that data being uploaded are consistent with data sharing agreement and specific terms 
of approval as appropriate (e.g. REC, local audit committee, local R&D Office, and CAG).  
Deviations from the data sharing agreement or terms of approval must be authorised by the 
Head of Department or the Principal Investigator/Project Manager. 

IG Lead in the Research Group –  

• Ensure that IG policies are complied with, and that incidents are reported and addressed in 
accordance with the University’s Information Compliance Unit guidance. 

• Review the SOP at least annually to reflect developments in technologies and governance 
frameworks, within the University and in line with national guidance. 

• Working with the Team’s Project Manager, conduct risk assessments of in-bound and out-bound 
data flows of the team2 

All staff members of the Research Group -  

• Adhere to the confidentiality clause in their employment contract, complete basic IG training and 
refresher trainings, and report any breaches of confidentiality, potential and actual breach of 
information security or near misses 

6. SPECIFIC PROCEDURE 

6.1 On-site collection 

Preparation for data collection 

• The data collector liaises with GP practices, Commissioning Support Units, or services from which 
data will be collected, in order to arrange a mutually convenient date, explain the scope and activities 
of the collection, and request any specific support needed to facilitate the collection. 

• The data collector prepares a laptop with an encrypted hard disk*  

(*The data collector’s laptop consists of a hardware resident TPM (Trusted Platform Module) which 
is used by Windows 10 BitLocker Encryption. BitLocker helps mitigate unauthorized data access on 

                                                                 
2 Copy of current Data Flow Mapping Risk assessment report can be accessed from the Research Group’s IG Webpage 
(https://clininf.eu/index.php/information-governance/) 
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lost or stolen computers by encrypting the entire Windows operating system drive on the hard disk 
and by checking the integrity of early boot components and boot configuration data). 

• The data collector prepares an encrypted external hard drive for the secure transfer of data between 
the data source systems and the data collector’s encrypted laptop. 

 

Data extraction and pseudonymisation 

• Data is extracted by running the prepared query set to extract the variables of interest including 
demographic and clinical variables (in GP practices, these query sets will be MIQUEST; Commissioning 
Support Units are likely to run their own queries to extract the required data). 

• Extraction of patient level data from GP practices must start with a query to identify patients with 
the ‘Opt-out codes’: 93C1. (Refused consent for upload to local shared electronic record) and 9Nd1. 
(No consent for electronic record sharing).  Data will not be extracted for patients who have these 
opt-out codes recorded, unless these codes are superseded by an opt-in code: 93C0. (Consent given 
for upload to local shared electronic record) or by a written consent to take part in the study 
concerned. 

• The output files, likely to be Comma Separated Value (CSV) files, are copied into the encrypted laptop 
using the encrypted external drive.   

• The CSV files are checked for validity and completeness within the laptop by running the validation 
software. 

• Where appropriate and with approval, patient identifiers such as the NHS number are extracted and 
de-identified using the non-reversible hash algorithm installed in the secure laptop prior to data 
extraction.   

• Full postcodes, subject to specific approvals, are extracted and converted into Index of Multiple 
Deprivation (IMD) scores using Geographical Information System (GIS) methods. The interim local 
file with full postcodes will be deleted from the computer systems. Only the IMD, along with the first 
half of the postcode to establish the general location of the study subjects, will be retained for 
analysis. 

• The CSV files are converted into SQL data files within the laptop using the database tool. 

• All interim CSV files created in the extraction and pseudonymisation processes, including interim files 
in the GP and Commissioning Support Units systems and in the encrypted external drive will be 
deleted. 
 
Transfer of the data to the Research Group’s secure SQL server 

• The SQL data files in the encrypted laptop will be uploaded into the Clinical Informatics Research 
Group’s secure SQL server using software developed by the Research Group’s SQL Developer at the 
earliest opportunity, usually by the end of the working week for the data collection visits.   

• The SQL data files will be processed into an appropriate format and appropriately labelled by the SQL 
Developer for analysis by the research team. 

6.2 Network transfers 

Network transfer of large encrypted pseudonymised data files is currently the principal method of data 
collection of the team.  All such transfers are supported by formal data sharing agreements, and where 
appropriate, approval from a Research Ethics committee and Confidentiality Advisory Group of the NHS 
Health Research Authority. 
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• The SQL Developer receives and acknowledge notification from data supplier that files are ready for 
download.  This is usually in the form of an email providing the SQL Developer the links and 
authentication requirements for file download to access the file in a separate channel. 

Apollo Medical Software Solutions - provide uploads of datasets from various NHS sources.  IT 
Services of the University of Surrey will host the ‘Apollo A2 Server’ transfer agent to allow for uploads 
of data from Apollo. The data arrives in an encrypted form and is decrypted by running the Apollo 
application installed on the A2 server once downloaded on the A2 server, this data is then transferred 
over to the Research Group’s private network server and removed from the A2 server.   

NHS Digital provides specific instructions for users of their Data Exchange Services.  Secure transfer 

through the https web console or via a Secure File Transfer Protocol (SFTP) connection. Clients 

connect securely to a gateway server for authentication. Once authenticated, the gateway server 

then connects to the internal domain to retrieve a list of the transfers allocated to that username. 

Any inbound transfers permit the external client to upload a file to the gateway server wherein it is 

forwarded automatically to an internal location on the NHS Digital’s network. The data is never held 

in the transfer system and whilst it is in transit it is encrypted to 256-bit AES and DES level. TLS1.0, 

TLS1.1 and TLS1.2 are enforced 

 

• The data file is downloaded to the Research Group’s private network server.   

• The SQL Developer checks that the transfer process is successful by running validation queries as 
appropriate (e.g. check-sum); and document any relevant information/history associated with the 
file transfer 

• Up-date the Research Group’s asset register. 

7. FORMS/TEMPLATES TO BE USED 

Research Passport for on-site data collection in NHS services providers: - 

http://www.nihr.ac.uk/files/Research%20Passport%20Current/F001_v3.0_locked.doc 

8. REFERENCES 

The SOP for data extraction, pseudonymisation and transfer aims to meet with the requirements of 
both the University’s internal standards and national standards in Information and Research 
Governance frameworks. 

Internal References 

University level policies and guidance (https://www.surrey.ac.uk/policies/) 

• University of Surrey Information Security Policy, University of Surrey) 

• University of Surrey Data Protection Policy  

• Code of Good Research Practice, University of Surrey  

• Cyber Security Response Protocol, University of Surrey  
(https://clininf.eu/index.php/information-governance/) 
 
 

Departmental policies 
All up-to-date versions of departmental policies and standard operating procedures of the Research 
Group can be found in (https://clininf.eu/index.php/information-governance/)  

• Department Information Governance Policy, Clinical Informatics and Health Outcomes Research 
Group, Department of Clinical and Experimental Medicine at the University of Surrey  

http://www.nihr.ac.uk/files/Research%20Passport%20Current/F001_v3.0_locked.doc
https://www.surrey.ac.uk/policies/
https://clininf.eu/index.php/information-governance/
https://clininf.eu/index.php/information-governance/
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• Departmental System level security policy, Clinical Informatics and Health Outcomes Research 
Group, Department of Clinical and Experimental Medicine at the University of Surrey 

• Standard Operating Procedure for data extraction, pseudonymisation and transfer of the data to 
secure SQL (Structured Query Language) server, Clinical Informatics and Health Outcomes 
Research Group, Department of Clinical and Experimental Medicine at the University of Surrey  

External References 

• NHS IGTK for Hosted Secondary Use Team/Project (https://www.igt.hscic.gov.uk/home.aspx) 

• Research Governance Framework for Health and Social Care Second Edition (2005) 
(https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/139565/dh_
4122427.pdf) 

• Confidentiality: NHS Code of Practice (2003) 
(https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/200146/Con
fidentiality_-_NHS_Code_of_Practice.pdf) 

• Research in the NHS – HR Good Practice Resource Pack: Information for researchers, R&D and 
HR staff in Higher Education Institutions and the NHS. NIHR (2010)  
(http://www.nihr.ac.uk/files/Research%20Passport%20Current/HR_Good_Practice_Info_for_re
search_RD_and_HR_in_HEIs_and_NHS.pdf) 

• Defining Research, NRES guidance to help you decide if your project requires review by a 
Research Ethics Committee. Health Research Authority 
(http://www.hra.nhs.uk/documents/2013/09/defining-research.pdf) 

• Am I advised to apply for CAG.  Confidentiality Advisory Group, Health Research Authority 
http://www.hra.nhs.uk/documents/2013/08/cag-pre-application-decision-tool.pdf  

  

https://www.igt.hscic.gov.uk/home.aspx
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/139565/dh_4122427.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/139565/dh_4122427.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/200146/Confidentiality_-_NHS_Code_of_Practice.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/200146/Confidentiality_-_NHS_Code_of_Practice.pdf
http://www.nihr.ac.uk/files/Research%20Passport%20Current/HR_Good_Practice_Info_for_research_RD_and_HR_in_HEIs_and_NHS.pdf
http://www.nihr.ac.uk/files/Research%20Passport%20Current/HR_Good_Practice_Info_for_research_RD_and_HR_in_HEIs_and_NHS.pdf
http://www.hra.nhs.uk/documents/2013/09/defining-research.pdf
http://www.hra.nhs.uk/documents/2013/08/cag-pre-application-decision-tool.pdf


 

 

8 

 

 

9. CHANGE HISTORY 

SOP no. 
Effective 

Date 
Significant Changes 

Previous 
SOP no. 

UoS Clininf SOP 1 V1.1 11/11/2013 N/A N/A 

UoS Clininf SOP 1 V2.0 31/03/2015 

• Up-dated references & links to 
University and Departmental policies.  

• Added references to guidance on REC 
and CAG Section 251 exemption 

• Since the last version of this SOP, 
network transfer of data files for 
research, surveillance and evaluation 
projects has increasingly become an 
important data collection method for 
the Research Group.  The current 
version reflects this change and 
documented the procedures for 
network transfer of data. 

UoS Clininf SOP 1 V1.1 

UoS Clininf SOP 1 V2.1 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

30/04/2016 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

No changes other than extending the 
review date. 

 

We are waiting for the publication of new 
data security standards as recommended 
by Dame Fiona Caldicott’s expected report. 
The publication of the report has been 
delayed and is likely to be published after 
the EU referendum on 23rd June.  As there 
have not been any significant changes to 
the IG infra-structure or procedures within 
the Department which necessitate an 
immediate review, Prof de Lusignan, Head 
of Dept and Mr John Briggs, Faculty IT 
Services Manager, who has the mandate 
for approving departmental IG policies on 
behalf of the Faculty, agreed we would 
extend the review date until 31/12/2016. 

UoS Clininf SOP 1 V2.0 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

9 

 

 

SOP no. 
Effective 

Date 
Significant Changes 

Previous 
SOP no. 

UoS Clininf SOP 1 V2.2 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

01/02/2017 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

No changes other than extending the 
review date and up-dating the name of the 
Department (and web-addresses), which 
was renamed ‘Department of Clinical and 
Experimental Medicine', following its 
transfer to the Faculty of Health and 
Medical Sciences in 2015 and subsequent 
managerial changes in 2016. 

 

At the time of the last review (April 2016), 
we were waiting for the publication of new 
data security standards as recommended 
by the National Data Guardian (NDG), 
Dame Fiona Caldicott’s expected report. It 
was anticipated that new data security 
standards would have been rectified by the 
DH in September 2016.  However, this was 
not the case: finding of the NDG’s report 
has undergone a period of consultation and 
the result of the consultation has not yet 
been published. 

 

It was agreed by the Governance Review 
Group that the review date would be 
extended by 12 months, unless there are 
other intervening reasons that necessitate 
an earlier review (e.g. changes in 
technology or procedures/policies within 
the University or the Department). 

UoS Clininf SOP 1 V2.1 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

UoS Clininf SOP 1 V3.0 

 

 

 

 

 

 

 

 

01/02/2018 No significant changes other than: 

• Up-dating all references 

• Up-dating details on the Research 
Group’s principal data collection 
methods through secure network 
transfer 

• Minor adjustments to the roles of the 
Head of Department and the Team’s IG 
Lead 

 

UoS Clininf SOP 1 V2.2 

 

 

 

 

 

 

 

 

UoS Clininf SOP 1 V4.0 
01/02/2020 Minor tweaks of text, dates and team 

members 
UoS Clininf SOP 1 V3.0 
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SOP no. 
Effective 

Date 
Significant Changes 

Previous 
SOP no. 

    

    

    

 

 

 


