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1. PURPOSE 

The ‘Departmental guidance: security desk, clear screen and printing’ provides staff members of 
the Clinical Informatics Research Group of the Department of Health Care Management & Policy with 
guidelines and procedures to ensure that all paper and electronic records containing person 
identifiable information or any other confidential/sensitive information are suitably secured when 
not in use and are not left visible on an unattended desk.   
 
The purpose of this guidance is therefore:   
 

• To reduce the risk of personal or sensitive information/documentation being stolen or accessed 
by unauthorised individuals 

• To help demonstrate compliance with the Data Protection Act 2018, and best practice in research 
and Information governance frameworks in healthcare services 

• To promote a culture of staff responsibility in relation to the handling and care of personal data 
and other confidential information 

 

2. INTRODUCTION 

The Clinical Informatics Research Group of the Department of Health Care Management & Policy at 
the University of Surrey works with routinely collected healthcare data in a number of research and 
evaluation projects. Our research interests focus on:  

• Evaluating health outcomes from patient level data, quality improvement and technology trials 
to inform healthcare decisions  

• Supporting the application of information technologies in clinical practices 

It is of paramount importance to ensure that healthcare data entrusted to the research group for the 
purposes of research and teaching is efficiently and securely managed to ensure that confidentiality 
is not breached. 

 

3. SCOPE 

This guidance applies to desks, tables, computer & laptop screens, photocopier, fax, printer and 

external data storage devices used by staff of the Clinical Informatics Research Group. 

 
It is the responsibility of all staff members, including temporary staff, agency staff and students who 
work within the offices of the Clinical Informatics Research Group to ensure that they adhere to this 
guidance. 

 

4. DEFINITIONS 

Personal Data 
Personal data means data which relate to a living individual who can be identified –  
(a) from those data, or  
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(b) from those data and other information which is in the possession of, or is likely to come into the 
possession of, the data controller, and includes any expression of opinion about the individual and 
any indication of the intentions of the data controller or any other person in respect of the individual. 
 

Sensitive personal data 

Sensitive personal information is where the personal information contains details such as that 

person’s: 

• Physical or mental health condition 

• Sexual life 

• Racial or ethnic origin 

• Religious beliefs 

• Political views 

• Criminal convictions 

(https://ico.org.uk/for-organisations/guide-to-data-protection/key-definitions/) 

 

5. DUTIES & RESPONSIBILITIES 

• All staff members, including temporary staff, agency staff and students who work within the 
offices of the Clinical Informatics Research Group are required to comply with this guidance.  

• The Head of Department and the team manager are responsible for monitoring compliance and 
providing guidance to staff on the implementation of this guidance.  

• All staff members have a responsibility to report to the Head of Department security incidents 
as quickly as possible. 

 

6. SPECIFIC GUIDANCE 

Confidential or sensitive information, whether held electronically or on paper records and other 

valuable resources should be secured appropriately when staff are absent from their workplace and 

at the end of each working day.  

 

The Clinical Informatics Research Group’s Offices are located in the second floor of the Leggett 

Building.  Burglar alarm systems are located on the ground floor covering all entrances to the 

building.  Entrance to all departments within Leggett Building is controlled by swipe card 

access.  Patient level databases are held in the database server within the Research Group’s secure 

network.  All staff members of the Research Group working within the team base work from secure 

workstations or secure laptops with encrypted drive connected to the Virtual Desktop Infrastructure 

secure network.   

 

6.1  Paper records and personal items 

• Desks must be cleared at the end of each working day of any confidential or person identifiable 
information. Files containing confidential information must be locked securely in desks, filing 
cabinets or designated secure rooms at all times, other than when being used by staff.  

• To reduce the risk of a breach of confidentiality and adherence to the Data Protection Act, when 
disposing of person identifiable information, ensure that it is destroyed securely using approved 

https://ico.org.uk/for-organisations/guide-to-data-protection/key-definitions/
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methods of waste disposal (i.e. shredded or sent for secure disposal via the office of the Building 
and Facility Manager).  

• Personal items (i.e. keys, handbags, wallets etc.) should be locked away when unattended.  It is 
the responsibility of the owner to ensure all reasonable precautions are taken.   

• It is good practice to lock all office when they are not in use and certainly at the end of each 
working day. 

 

6.2  Electronic Storage Devices 

• To ensure the security of physical asset and security of information held electronically, portable 
computing devices such as Laptops or personal digital assistant (PDA) devices should be stored 
out of sight when not in use, and the office locked when unattended. 

• USB and other external drives must be locked away even if they are encrypted 

• Other data storage devices such as CDROM, DVDs that store personal and sensitive information 
should be locked away at the end of the working day 

 

6.3 Printers, Photocopiers and Fax Machines 

• Staff members of the Clinical Informatics Research Group should only use SurreyPrint, the secure 
network printers and multi-functional copying and scanning system for printing and scanning of 
confidential information.  Print jobs from any of the hundreds of Multi-Function Devices across 
campus can only be submitted by University IT account holders and collected using campus ID 
cards or IT account credentials to log into SurreyPrint. (https://surreynet.surrey.ac.uk/staff-
services/it-services/faqs/Printing%2C_photocopying_and_scanning) 

• To avoid accidentally printing to an unintended network device, staff members should 
additionally check that their default printer is correct before printing any documents. 

• Printed documents must be cleared from printers, photocopiers and fax machines immediately 
on completion.  If these are no longer required the papers must be shredded or sent for secure 
disposal. 

• Strong patient identifiers in patient-level data files (NHS number, names, date of birth, full 
postcodes) will not be printed in the Clinical Informatics Research Group. 

• If information of a confidential/sensitive nature is misplaced or missing, this should be logged as 
an incident on the Security Incident. 

6.4 Clear screen 

• Formal or informal meetings, involving visitors or individuals who do not have legitimate reason 
to see the information, should not take place in offices where sensitive information are being 
processed or analysed. 

• All computer/laptop screens within the Department of Clinical and Experimental Medicine are 
secured by password-protected screen-lock.  The screen locks are set to activate automatically 
after a period without user activity (currently 20 minutes),and require password to unlock. 

• Computers, terminals and laptops must not be left logged on or screen unlocked when 
unattended.   All staff members should log off, or lock their machines (by pressing Ctrl+Alt+Del’, 
then select ‘lock this computer’; or MS Windows key and L) when they leave their computers, 
terminals or laptops unattended. 

https://surreynet.surrey.ac.uk/staff-services/it-services/faqs/Printing%2C_photocopying_and_scanning
https://surreynet.surrey.ac.uk/staff-services/it-services/faqs/Printing%2C_photocopying_and_scanning
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• When working in an open or shared office, computer screens should be angled away from the 
view of other individuals unless they have legitimate reason to see the information.   

• When working on shared computers or other computers within the Department, all staff 
members must log off when they leave the room. 

 

7. INTERNAL AND EXTERNAL REFERENCES 

The ‘Departmental guidance: security desk, clear screen and printing’ complements with the 
requirements of both the University’s internal standards and national standards in Information and 
Research Governance frameworks.   

Internal References 

University level policies and guidance (https://www.surrey.ac.uk/policies/)  

• University of Surrey Information Security Policy, University of Surrey 

• University of Surrey Data Protection Policy  

• IT Acceptable use policy  

• IT Accounts 
https://surreynet.surrey.ac.uk/staff-services/it-services/faqs/IT_account  

• Cyber Security Response Protocol, University of Surrey 
(https://clininf.eu/index.php/information-governance/) 
 
 

Departmental policies  
All up-to-date versions of departmental policies and standard operating procedures of the Research 
Group can be found in (https://clininf.eu/index.php/information-governance/)  

• Department Information Governance Policy, Clinical Informatics and Health Outcomes Research 
Group, Department of Clinical and Experimental Medicine at the University of Surrey  

• Risk Assessment of physical security report Department of Clinical Informatics and Health 
Outcomes Research Group, Department of Clinical and Experimental Medicine at the University 
of Surrey  

External References 

British Standards Institution (2013) BS ISO/IEC 27001:2013: Information technology – Security 
techniques – Information security management systems – Requirements [Electronic version]. London 

(ISO 27001 2013: Control A.11 Physical and environmental security, specifically: - 
A.11.2.6 Security of equipment and assets off premises 
A.11.2.8 Unattended user equipment 
A.11.2.9 Clear desk and clear screen policy) 

 

8. CHANGE HISTORY 

 

https://www.surrey.ac.uk/policies/
https://surreynet.surrey.ac.uk/staff-services/it-services/faqs/IT_account
https://clininf.eu/index.php/information-governance/
https://clininf.eu/index.php/information-governance/
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SOP no. 
Effective 

Date 
Significant Changes 

Previous 
SOP no. 

UoS Clininf DG 1.1 

 
  

N/A 
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01/02/17 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

No changes other than extending the 
review date and up-dating the name of 
the Department (and web-addresses), 
which was renamed ‘Department of 
Clinical and Experimental Medicine', 
following its transfer to the Faculty of 
Health and Medical Sciences in 2015 and 
subsequent managerial changes in 2016. 

 

At the last due review date (Sept 2016), 
we were waiting for the publication of 
new data security standards as 
recommended by the National Data 
Guardian (NDG), Dame Fiona Caldicott’s 
expected report. It was anticipated that 
new data security standards would have 
been rectified by the DH in September 
2016.  However, this was not the case: 
finding of the NDG’s report has 
undergone a period of consultation and 
the result of the consultation has not yet 
been published. 

 

It was agreed by the Governance Review 
Group that the review date would be 
extended by 12 months, unless there are 
other intervening reasons that 
necessitate an earlier review (e.g. 
changes in technology or 
procedures/policies within the University 
or the Department). 

UoS Clininf DG 
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UoS Clininf DG 2.0 

 

 

 

 

 

 

 

 

 

 

01/02/2018 

 

 

 

 

 

 

 

 

 

 

The authors reviewed current best 
practices on clear desk and secure 
printing.  No changes were deemed 
necessary other than changes in: - 

• Section 6.3 to reflect the use of 
SurreyPrint, the secure network 
printers and multi-functional copying 
and scanning system for printing and 
scanning of confidential information 

• Section 7 to provide up-dated links to 
relevant internal references 
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SOP no. 
Effective 

Date 
Significant Changes 

Previous 
SOP no. 

UoS Clininf DG 3.0 01/02/2020 Minor tweaks of names and policy order 
UoS Clininf DG 
2.0 

    

    

    

 

 


